I DOOR
ENTRY

ACCESS CONTROL
ANTI-CLONE PROTECTION

FOR PROXIMITY KEYFOBS

BATICONNECT®
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Take back control ANTI-CLONE
o/
of your property ! GUARANTEE



@ ANTI-CLONE
.! GUARANTEE

More about our
anti-clone technology

Alarm scenarios can be created to
alert management of the use of
unauthorised fobs

. CLOUD
24/7/365 Use of unauthorised fobs can

www.baticonnect.com
be seen in the events log

What changes for the resident

Resident makes an When the resident tries to
unauthorised copy use the unauthorised copy

The resident is therefore now in The system identifies and neutralizes
possession of 2 identical badges. the copy from its first use.
The first fob presented at the reader
O will be identified as the authentic fob
which in turn deactivates the other fob.

Original Unauthorised
keyfob copy



What changes for the manager °

or housing association

The resident complains their

fob will not work anymore!

The resident comes to complain to the
caretaker/manager that his/her fob

no longer works (without informing
management that he/she made an
unauthorized clone of the fob).

Manager checks the event log

for the cause of the failure

The caretaker / manager will check the

event log on BATICONNECT to observe

the latest access events. The latest event
observed states “ Suspected APASS forgery”.
Caretaker / manager can then determine that
the fob used by the resident was a clone.

Manager informs the resident
that the fob is a clone

The caretaker / manager informs the
resident that “their fob has been copied by
an unauthorized machine which resulted
in the deactivation of his / her fob by the
systems access control.”




How the technology
works at a glance

c A fob is presented to the reader

Copy can be detected when either an original or
copied fob is presented to the reader

The fob is read, and allowed entry. Also notifies the system
of the serial number, and issues a new rolling code

The fob with the new rolling code (original or copied) will
now carry that serial number, and others will be rejected

REGULAR UPDATES

Our system is fully cloud based, granting the ability to
continuously update the system. Providing the system with new
software, features and enhancing its security. This means that our
systems are fully future proofed, so that the end user can have
peace of mind that their system is always working at its best!
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